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KZN Group

Our mission is to simplify the
lives of our customers.

e \We like lego blocks
e Reusable pieces of work
e Avoid repeating / redeveloping

o AWS only

Better CloudFormation with Jsonnet



AWS CloudFormation KZN

GROUP

AWS CloudFormation provides a common language for you to
describe and provision all the infrastructure resources in your cloud
environment.

o Wk
={>

Code your infrastructure Use AWS CloudFormation AWS CloudFormation
from scratch with the Check out your template via the browser console, provisions and configures
quud{—”ormat:on template language, code locally, or upload it command line tools or APIs the stacks and resources
in either YAML or JSON fprmat, into an S3 bucket to create a stack based you specified on your
or start from many available on your template code template

sample templates
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Public subnets
10.0.128.0/18

Private subnets A
10.0.0.0/17

Private subnets B
10.0.192.0/19

Spare capacity
10.0.224.0/19

Elastic IPs (public route)

—

Shared default network ACL

o o

NAT instance
Public subnet
10.0.128.0/20

(4091 1P addresses)*

NAT gateway

Shared default network ACL

Private subnet A
10.0.0.0/19
(8187 IP addresses)*

Dedicated custom network ACL

Private subnet B
10.0.192.0/21
(2043 IP addresses)*

Spare subnet capacity
10.0.224.0/21
(2043 1P addresses)*

Elastic IPs (public route)

Internet
gateway

Shared default network ACL

o

NAT gateway NAT instance
Public subnet
10.0.144.0/20

(4091 IP addresses)*

A

Elastic IPs (public route)

Shared default network ACL

Shared default network ACL

Private subnet A
10.0.32.0/19
(8187 IP addresses)*

o o

NAT gateway NAT instance
Public subnet
10.0.160.0/20

(4091 IP addresses)*

Shared default network ACL

Dedicated custom network ACL

e

Private subnet B
10.0.200.0/21
(2043 IP addresses)*

Private subnet A
10.0.64.0/19
(8187 IP addresses)*

Dedicated custom network ACL

Spare subnet capacity
10.0.232.0/21
(2043 IP addresses)*

I
|
|
|
|
|
!

Private subnet B
10.0.208.0/21
(2043 IP addresses)*

Spare subnet capacity
10.0.240.0/21
(2043 IP addresses)*

Virtual Private Cloud

10.0.0.0/16

Elastic IPs (public route)

—

Shared default network ACL

n o0

NAT gateway NAT instance
Public subnet
10.0.176.0/20

(4091 IP addresses)*

Ak

Shared default network ACL

Private subnet A
10.0.96.0/19
(8187 IP addresses)*

Dedicated custom network ACL

Private subnet B
10.0.216.0/21
(2043 IP addresses)*

Spare subnet capacity
10.0.248.0/21
(2043 IP addresses)*

oo
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AnsTenplateFomatversion: '2010:09-09
Descrip mplate creates a MuLti-AZ, multi-subnet VPC infrastruc
Rencbe NAT Getanent n-the-pugLic. Sabnet for Sach Avar bt Lity sone: Yor
create additlonal private subnets with dedicated custon network acceds o
oy the Quick Start, in a region that doesn’t support N

ANS: CloudFormation: :Interface:
ParaneterGroups

“Ge fauu Availability Zone Configuration

Paraneter:
- Ava\lab\l\tylones
- Number
- Label:

default: Network Configuration

Paraneters
- VPCCID]
- PublicSubnet1CIDR
N TO0R
- PublicSubnet3CIDR
N T0R
- PublicSubnetTagl
- PublicSubnetTag3
- ubnets.
- TACTOR
- ACIDF
- ACTOR
- T
- nal
- 1BCIOR
- BCIOR
- BCIOR
- TR

Tenancy
defum Amazon EC2 Configuration
Parameter
" Keypairn
NATInstan(eType
Purameterwb s
ailabilic Zon
Qult: Availability Zones
Createndd\t\onnlwwates bnef
Create add\tmnal private subnets with dedicated network 1
CreatePr\vateSub
I Crete brivate subnets

ki

default: Key pair name
NATIpstancelype

default; NAT instance type
NumberOfAZ:

defau

t: Nunber of Availability Zones

default: Private subnet 1A CIOR

SeRaSTE S ete Subnet 10 with dedicated netvork ACL COR

default: Private subnet 2A CIOR

e reoote Subnet 28 with dedicated network ACL CIOR

default: Private subnet 3A CIOR

default: Private subnet 38 with dedicated network ACL CIDR

default: Private subnet 4A CIOR
Private )ubnetdBC DR:

def rivate subnet 48 with dedicated network ACL CIDR
Pravnte ,ubnem

g_for Private A Subnets
Private ,ubnema 2:

default: Tag for Private A Subnets
Pr\vnte ,ubnm ag

de Tag for Private A Subnets
private )ubnetBT

default: Tag for Private B Subnets
Pr\vnte )ubnetBTagZA

def g for Private B Subnets

default: Tag for Private 8 Subnets

default: Public subnet 1 CIOR

default: Public subnet 2 CIOR

default: Public subnet 3 CIDR

default: Public subnet 4 CIOR

default: Tag for Public Subnets
cSubnetTagz:
or Public Subnets

lefault: Ta
PublicSubnetTag3:
e Tag for Public Subnets
VPCCIDR.
default: VPC CIDR
VPCTenancy:
default: VPC Tenancy

Ton: “List of Availability Zones to use for the subnets in the
1 order is preserve
LUSE<ANS: :EC2 vmlah\l\lylone Name>
{onalbrivateSubnets
al.

Descriptio true to create a network ACL protected subnet in e

Soner 17 fatee, “tne CTOR paranciors For-thossshbpers mill be ignore
it aiso requirés that the 'Create private subnets' parameter is also
have_any effect.

Cren!eanategubne!s:

Strue
Description: Set to false to create only puslic subnets. If false, the
for ALL private subnets will be ignor
e S Strln
i fublic/private key pairs allow you to securely comect to
it launches. This is used only if the region does not

1S EC2  sKeyPair: sKeyNane
e:

Default; 10.0.192.0/21
Descrip CIDR ‘block for private subnet 1B with dedicated network A
in Ava\lab\llty Zone 1

Ty
Pr\vatesubne oaco
wedpa terni AC([0- -9)1 [1-9)[0-9) 11[0-91 25 12(0-41(0-9)
Bn?st:mntﬂescr\p Ton: CTOR block parameter must be in tf
e fau
Description: CTOR block for private subnet 2A located in Availability

1250051\ )¢
e form x.

PrivotesubnetS8CIOR;
Alloyedpattern: ACC[0-9]) [1-9100-9]11(0-91{2} 12(0-41(0-9] 125[0-SIN\ ){
(nnstrmn%geac; iption: ock paraneter must be orm
Lok ion: CIOR Block for private subnet 28 with dedicated netmork A
i Avu\lab\l\ty Zone 2

PrwuteSubne <t ACTOR
nedhatern! ACC[0- 9)1[1-9900-91100-9) 12} 12[0-41(0-9) 25[0-5)7 ){
(unstru\ntDescr\ tior block parameter must be in orn
Default: 10:0,64.0/1
?escrwno CIDR block for private subnet 3A located in Availability
PrwutesubnethCIDR
Allonedpattern: A(([0-9])[1-91(0-9111[0-9) {2} 12(0-41(0-9) 1250-SI\.){
cunsmm:nescrwm B k parameter must be in orn
Default: 10.0.208.0/2
BESari ot on: CTOR Block for private subnet 38 with dedicated network A
o Am\nb\my Zone 3

Privotesubnet4ACTOR;
Allonedpattern: A(([0-9]1[1-910.0] 11[0-9]{2}12[0-410-9) 125[0-5]\. ){
ConstraintDescription: (g ot M K )

CIDR block for private subnet 4A located in Availability

etd8CIn
n: A(([e 91 4-9)00,9] 1100-91{2} 12[0-41(0-91125[0-5\ )€
K pardneter must be in the form X
Mococsib o/
CIDR ‘block for private subnet 4B with dedicated network A
in Availability Zone 4

PrivbtasipnetaTag
AL /@)= @ M\ \[\I\{
(unstru\ntDescr\Dno ags mistbe in fornat "Key: Vaiue keys, can onl
94\~ /E‘], ralteseay contain [a-zA-Z0-9: A\

178 P\
""keys can onl

:/8 WA
Defaut

Descr\vnon tag to add to private subnets A, in format Key=Value (Opt

A e
Constratntbeteription: togs st be 1n format “Keyoyalie”
20 ~:/@], values cun contain [a-zA-Z0-9+\-

7
PrivetesubnetATag:

/B 178 A"\
£he in forpat.Key- Vaiue s, can ol
20- WAL

tag to add to private subnets A, in format Key=Value (Opt

e
Constrantbescription: tags m
[a- PR, Valhen tin contann Loz

A (35 (BN
Constraintbereript A Format. "Key~yalaet keys can ant
5P E Salien ton contatn Tacenssb-oins s RN

Defautt: Networkeprivat
Description: tag to add to private subnets B, in format Key=Value (Opt

[n TO9N /e efa-zh 20 /8 A\
tags m +be in format "Key Vaiu " keys_can on
e e Contain Tacengbbons S RN

Description: tag to add to private subnets B, in fornat Key=Value (Opt

ype: String
PrivateSubnetBTag3:

178 M\ NI\
(nnstrmnthscr\pnon tags st b T Formar.keySvatuet keys can onl
Ues can contain [a-zA-Z0-9+\-._:/@ *\W""\[\]

Default

Descrwno tag to add to private subnets B, in format Key=Value (Opt
Pub{\csubne TR

onedPattern: (([0-9]1[1-9)(0.9] 11(0-91{2} 12(0-41(0-9] 25[0-5\. )¢

Constratmibentripiio
Default: 10.0.128.0/20
Description: CIOR block for the public OMZ subnet 1 located in Availdb

parameter must be

2e1on
B A(([e 9)1[1-9900.91100-9112} 1200-41[0-9] 125[0-5 )\ )T
crip block parameter must be in the form

ok Block for the public DWZ subnet 2 Tocoted in Availdb

T AR R AN

Degcr\pnon CI0R ‘block for the public DMZ subnet 3 located in Availab

A(Cr0-9)1 [1-91 0.1 I10-01 {2} 1 210-41[0-9] 1250-SIN\. ){
ConstraintDescription: CIDR block paraneter’ must be 1
peraii

escr

108 Black for the public DVZ subnet 4 ocated in Availdb

vub{u;ubnemg]

il FABPNNINS

(onstrn\ntﬂescr\pt\on ‘tags must be in format Ke —Vatue keys can on]

[azazoon- values can contain [a-zA-Z M\
Default: Networ

on: "tag £0 add to public subnets, in fornat KeyValue (Option

AL ._:/8) 4=
Cnnstra\ntDescr\pnon tags nust be in format "Ke
94\-._:/8], values can contain [a-zA-Z

_:/8 P\
" keys can onl
/8 A\
: tag to add to public subnets, in format Key=Value (Option
e String
PublicSubnetTag3:
AU A 178 P\ADNN

H @)+
ConstraintDescription: D TN Ke{\laiue kevs, can ont
a-2A-20-90\-

N velaer e contatn Taczact NSav}

tag to add to public subnets, in format Key=Value (Option

PCCIDR
Allonedpattern: A(([0-9]) [1-9910:9111[0-91 {2} 12(0-41(0-9] 1250-SI\. ){
escrip lock parameter must be in the form x

orb/1e
IR BRock for the vPC

The allowed tenancy of instances launched into the VPC
et N
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AdditionalPrivateSubnetsa3azCondition: 1A
ndi tion 'Add\twnalPr\vatesubnuscund\twn

or
dition, GovCloudConditio
NATGateway(on fitior

Cndtion {PrivatebubetsCondition’

Mondition *GovCloudCondition’
NATInstnnce&BAZ(on ditio
'NA"nstuncs(ond\t\on
[Condiiion +3azcon
NATlnstunceMAZCon
'umnsmncecommon
n " 4AzCon
NATGateway&BAZ(ond\t\on o
LonINATGatenayCondition'
dition SArcondielo
NATGatewuyMAZCund\twn
*NATGatenayCondition’
~ {Cnitiion aztonertion”
ition: IEquals

;

Prwutesubnetstund\twn !Equals
CreatePrivateSubnets'

n: 1and
tion 'Prwate)ui;netsCond\tmn'
- iConditior tion”
PrivateSubnetstdAZCondition: And
\Condition 'PrivateSubnetsCondition’
LoCondrtion anzCongrtion”
fon: tho

BN iEcuq)
3 \w PrivateSubnetATagl"

uals

PrivateSubnetATag2Condition: INot
- 1Eq
- IRef 'PrivateSubnetATag2'

PrivateSubnetATag3Condition: INot
e

{Ref 'PrivateSubnetaTag3"
PrivateSubnetBTaglCondition: INot
- !Equals
{Ref 'PrivateSubnet8Tagl"
PrivateSubnetBTag2Condition: INot
- !Equals
- IRef 'PrivateSubnet8Tag2"

PrivateSubnet8Tag3Condition: INot
LRSS privatesubnetaTags:
Publ\cSubnetTagl(and\t\en 1ot
2 wms *PublicSubnetTagl'
Publ\cSubnetTagZ(and\t\nn 1ot
LR pubticsubnetTage'
PublicSubnetTag3Condition: INot

IRef 'PublicSubnetTag3'

szvpcwpomcammnn, A
- S ion b fvatesubmatsCondition’

ot
~lor
= IEquals
- IRef 'ANS: :Region
- us-gov-west-1
- !Equals
- IRef s, sRegion’
- cn-nort}
Resources:

- NVlrg\maRe?lon(und\non

- - IRef AUS: Region®
mpute. internal
DummnNameServer
AnazonProvidedoNs

EnableDnsHostnanes:
ags

Key: Nane
IRef " ANS: stacktane
VP(DH(PUpt\onsASso(m 1o

£C3: VPCDACROpE ionsAssaciation

ef *DHCPOptions'
[nter‘netﬁutewﬂy
AWS: :EC2: : InternetGateway

Value StackNane"
VPEGutewayAttachme it
EC2 VP(GntewﬂyAtta(hmen!

e
Yocld: IRef *
Tnter rnet(.atewuy[d' IRef 'InternetGatenay
PrivateSubnet:
Condition: anmsmecscenamon
Type: AWS::EC2: :Subnet

Propertie

Ref '
S ocks 1her Prwu:eswneumnk'
Avn\lahlhtylone Selec

- IRef 'AvailabilityZones'
Tags

= key: Nane
Value: Private subnet 1A
- PrivateSubnetATaglCondition
- Key: ISelect
- 1split

Z IRef 'PrivateSubnetATagl’
Value: !Select

- IRef 'PrivateSubnetATag3'
ISelect

- tsplit

1Ref PrivateSubnetaTag3'
F *ANS : :NoVa

PrwatESubne
Condition Add\lgonulPrlvateSubnets(und\t\on

£
1REF"PrivateSubnet BCIOR'
AvailabilityZone: ISelect

Tage e TAvaiLabTityZones

ag
= Key: e

 Value: Private subnet 16

- Krwate&uhneml’ngl(ond\t\on

- lsnm
- IRef "PrivateSubnetBTagl’
ue: ISelect

‘Ref PrivateSubnetTag?'
- et A

- PrivateSubnetBTag3Condition

- Key:, Iselect

- Isplit

~ IRef _PrivateSubnet8Tag3"
Value: !Selec

Ref \PrivateSubnetaTag3'
1Ref 1A :NoVall

PrivateSubnet:
ition Fr\vutesubnets(und\!\on

Pmpemes
Vocld: IRef 'VPC'
Cuarglock: IRef " Privatesubnec2ACTOR'
AvailabilityZone:

- IRef Avmluh\\ttylnnes‘
Tag
= Key
Ia e B ivate subnet 24
- PrivateSubnetATag1Condition
- Key: [select

- 15plit

- IRef 'PrivateSubnetATagl'
Value: ISelect

- 15plit

" ke

fRef AN
- PrivateSubnetATag2Condition
- Key: ISelect

*PrivateSubnetATagl'
ioValue"

Split
- IRef 'PrivateSubnetATag2"
lug: ISelect

IRef \PrivatesubnetaTag2'
-I;Ref AN

-
- PrivateSubnetATag3Condition
- Key: Iselect

- 15plit

IRef_'PrivateSubnetATag3'
1Select

Value:
- tsplit

IRef privateSubnetATag3"
IRef 'ANS: :NoVal

PrwateSub 21
ndition: AdditionalPrivateSubnetsCondition

: IRef 'VPC!
G ock: 1REF-Privatesubnet28CIOR"
AvatlabilityZone: !Select

- IRef 'AvailabilityZones'
Tags:

~ Key: Nane
Value: Private subnet 28

PrivateSubnetBTaglCondition
Key: ISelect

-
- 15plit
IRef privatesubnetsTagl
- IRef AN
- PrivateSubnetBTag2Condi tion
- Key:, ISelect

- 1spit
- \Ref “PrivateSubnet8Tag2'
Valug: iSelect

- -sem

Ref 'PrivateSubnetBTag2"
- Re AN Novaloe!

Tags:
H xe\(
e Private subnet 34
PrivateSubnetATaglCondition
- Key:, Iselect

- 15plit
Ref 'PrivateSubnetATagl’
1Select

Value

- 1Split
- {Ref PrivatesubnetaTag’
- IRef "AWS: :NoVal
- g
- PrivateSubnetATag2Condition
- Key: ISelect

= 15pLit

IRef PrivateSubnetATage"
Valug] ISelect

- I5plit

IRef PrivateSubnetATag2'
;wam *ANS: :NoVal

privatesubnetATagiConds tion
- Key: ISelect

- 15;:1\:

-, IRef "PrivateSubnetATag3"
anuel

e *PrivateSubnetATag3'
1Ref_"ANS: :NoValue
Privatesubnet3s:

Addi tional PrivateSubnets&3AZCondi tion
EC2: :Subnet.

e
Vocld: IRef 'VPC'

Cudrilock; IRef 'PrivateSubret38CIOR"
AvatlabilityZone: ISel:

 IRef 'AvailabilityZones'
Tags:

- ke
{ue Private subret 38
i vatesubnetsTagtcondi tion
- Key: [select
- split

et PrivatesubnetsTagl’
vaug;

- ‘Svl\t

JRef PrivateSubnetBTagl'
: IRef 'ANS:

- :rwnteSuhnetBTngZEanmtmn
- Key:

- ‘Svl\t

" IRef "PrivateSubnet8Tage’
valug: [Select

N vSp\\t

IRef 'PrivateSubnet8Tag?’
1Ref "ANS: :NoValue

" “Privatesubnet8Tag3Condition
~Key: - Select

- split

- 1Ref Privatesubnet8Tag3’
Value; 1S

- split

Z iRef \ErivateSubnet8Tag3'
- IRef 'ANS:
PrivateSubnetda:
PrivateSubnets&4AZCondition
e: Subnet

EC2
Properties:
Vpcld: Ref 'VPC'
Cidrglocks IRef " PrivatesubnetsACTOR'
AvailabilityZone: !Sels

- IRef *AvailabilityZones'
Ta

=Ke
Vet Frivate subnet 44

i vatesubnetaTagicondition
- Key: ISelect

- 1Ref, PrivatesubnetaTog’
Value

IRef PrivateSubnetaTagl'
;I;Ref *ANS: :NoVal

- PrivateSubnetATag2Condition
- Key:, ISelect

- isplit

Ref (PrivatesubnetATag?"
vm? 1Selec

- 'Sgl]t
-, IRef 'PrivateSubnetATag2'
ANS: :NoValue'

IRt PrivateSubnetATag3"
Value: ISelect
- ISpLit

IRef PrivatesubnetaTag3'
Ref 'ANS: :
Prwucesmmx

iditional PrivateSubnets&4AZCondition
Subnet

I
- PrivateSubnetBTag2Condi til
- Key:ISelect

- 15plit

IRef *PrivateSubne
Value: ISelect

- iSplit
I1Ref *PrivateSubnetBTag2’
ANS: :NoValbe

1Ref

- PrivateSubnet8Tag3Condition
- Key: ISelect
Y o3
- ISplit

- IRef PrivateSubnet8Tag3'
Value: 1Select

IRef 'PrivateSubnetBTag3'
- 1Ref 'ANS: :NoValue'

Ref
Ldi o ReFPubLicSubnet 1CTOR"
AvailabilityZone: ISelect

- 1Ref 'AvailabilityZones'

iame
Public subnet 1
- :uhl\(Su?neﬂagl(ond\t\an

- ‘sum
- ’Ref “PublicSubnetTag1"

- jRef PublicsubnetTagl’
- LRef TANS: :Nol

- PublicSubnetTag2Condition
- Key: Iselect

: vSpl’t
(PublicSubnetTag?’
Vulug] fhee
- 1split
IRef 'PublicSubnetTag2'
-, Ref "ANS: :Novalue”
= :uuu<5uhnenugscenamon
- Key
- ‘Svl\t
1Ref [PblicSubnetTog3’
Value: !Select
- 5Lt

Ref 'PublicSubnetTag3"

1Ref " ANS: :N
Euhl\prDnLuunch ‘true
pupLicEupn

C2: :Subnet.
IRef 'V

Birdiock: 1Rer- Publ\tSuhnetZ(IDR'

AvatlabilityZone:

- IRef 'AvailabilityZones'
Ta

= Key: Name
\I«#ue: Public subnet 2
- PublicSubnetTagiCondition
- Key: ISelect
- 15plit
- 1Ref PublicsubnetTagl'
Value: !
- 15plit

IRef 'PublicSubnetTagl'
rwaw *AWS: :NoValue

Publi cSubnetTag2Condition
- Key: [Select
- ‘Spl\t

Ref. “PublicSubnetTag?’
Va\ue; ISelec

- 15plit
IRef 'PublicSubnetTag2'
oiRef *AWS: :Novalue
- PublicSubnetTag3Condition
- Keyi, ISelect
- 1Split

- IRef 'PublicSubnetTag3’
Value: ISelect

- 'Spl\t
Ref PublicsubnetTags'

gPubl\(IpDnLaunch true

Public! 55
CondlfoncistsConclerd
AWS: :ECZ: : Subnet

Properties

Vocld: ke veC,
1drg| IRef "PubLicSubnet3CIOR"
Avu\\gb\htylc

- 1Ref 'AvailabilityZones'

Tag:
= Key: Name
le: Public subnet 3

B
- PublicsubnetTagiCondition
- Key:, ISelect

- IRef 'PublicSubnetTagl’

GROUP



KZN

GROUP
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Infrastructure as Code? KZN

GROUP

Now you have all the coding problems:

e DRY (Don't-Repeat-Yourself)
e Reusability
® Readability

Better CloudFormation with Jsonnet 7/ 28



DRY (Don't-Repeat-Yourself) '\%\

"PrivateSubnetlA": {

"Condition": "PrivateSubnetsCondition",

"Type": "AWS::ECZ2::Subnet",

"Properties": {
"VpCId": { llRe_Fll: HVPC" }_,
"CidrBlock": { "Ref": "PrivateSubnetlACIDR" },
"AvailabilityZone": {

"Fn::Select": [ "0", { "Ref": "AvailabilityZones" } ]

t,

"Tags": [
{ "Key": "Name", "Value": "Private subnet 1A" },
{ "Key": "Network", "Value": "Private" }

]

¥
¥
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Reusability [1/2] KZN

GROUP

AWS::Include transform Nested stacks

Transform: MyComponent :
Name: AWS::Include Type: AWS::CloudFormation::Stack
Parameters: Parameters:

Location: s3://...

® |ncludes have many non-obvious limitations

e Nested stacks are brittle / costly

Better CloudFormation with Jsonnet 9/ 28



Reusability [2/2] KZN

GROUP

Limited support for conditional logic

"Conditions": {

GéAZCondition": {
"Fn::0r": [
{ "Fn::Equals": [ { "Ref": "NumberOfAzs" }, "3" ] },

{ "Condition": "4AZCondition" }
]

b ¢
"4AZCondition": {

"Fn::Equals": [ { "Ref": "NumberOfAZs" }, "4" ]
b g

¥
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CloudFormation as Language? KZN

GROUP

e Painful to hand craft
® | imited support for code reuse
O cut & pasteis &
® | imited support for conditional logic
e Hard to rationalise about CF templates

o flat structure, AKA wall-of-text

Better CloudFormation with Jsonnet 11/ 28



)
| KNOW THAT FEEL BRO ‘Z\
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Use a generator they say! KZN

GROUP

® [Use a DSL to compose a template in another programming

languages (Python, Javascript, Scala, Haskell, ...)
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Jsonnet IKZN

GROUP

e |ittle functional programming language
® Developed by a Google employee as a 10% project
e Simple extension to JSON syntax, familiar to everyone

e Many syntax improvement over JSON

e Databricks, Declarative Infrastructure with the Jsonnet Templating

Language

Better CloudFormation with Jsonnet


https://databricks.com/blog/2017/06/26/declarative-infrastructure-jsonnet-templating-language.html

KZN

GROUP

v

:lightbulb:
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KZN

GROUP

"PrivateSubnetlA": {
"Type": "AWS::EC2Z2::Subnet",
"Properties": {
"VpcId": { "Ref": "VPC" },
"CidrBlock": { "Ref": "PrivateSubnetlACIDR" },
"AvailabilityZone": {
"Fn::Select": [ "0", { "Ref": "AvailabilityZones" } ]

by

"Tags": [
{ "Key": "Name", "Value": "Private subnet 1A" },
{ "Key": "Network", "Value": "Private" }

]
¥
h
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KZN

// jsonnet! GROUP
local PrivateSubnet(cidr, az, tag) = {
Type: "AWS::ECZ::Subnet',
Properties: {
VpcId: { Ref: 'VPC' },
CidrBlock: cidr,
AvailabilityZone: {
"Fn::Select': [az, { Ref: "AvailabilityZones' }],

¥
Tags: [
{ Key: "Name', Value: 'Private subnet ' + az + tag },
{ Key: 'Network', Value: 'Private' },
1,
¥

¥
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KZN

// jsonnet! GROUP
local Subnet(cidr, visibility, az, tag="') = {
Type: "AWS::ECZ::Subnet',
Properties: {
VpcId: { Ref: 'VPC' },
CidrBlock: cidr,
AvailabilityZone: {
"Fn::Select': [az, { Ref: "AvailabilityZones' }],

¥,
Tags: [
{ Key: 'Name', Value: visibility + ' subnet ' + az + tag },
{ Key: 'Network', Value: visibility },
1,
[if visibility == 'Public' then 'MapPublicIpOnLaunch']: true,
¥,

Fs
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KZN

local subnetName(visibility, az, tag="") = GROUP
visibility + 'Subnet' + az + tag;
1
Resources:
1

// Private subnets
local name = subnetName('Private', az, tag),
[name]: Subnet({ Ref: name + 'CIDR' }, 'Private', az, tag)
for az in std.range(l, 4) for tag in ['A', 'B']
P+
// Public subnets
local name = subnetName('Public', az),
[name]: Subnet({ Ref: name + 'CIDR' }, 'Public', az)
for az in std.range(l, 4)

¥
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Real world example KZN

GROUP

o KZN Jumpstart

o AWS Landing Zone-like environment

o one-click deploy?® *conditions apply
e Auditing / security / monitoring baseline
e Multiple components

e \\ritten in Jsonnet
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KZN Jumpstart - Threat Detection KZN

GROUP

e Based on AWS Guard Duty
e Multiple accounts / regions
e |sonnet template

O reads configuration file

o renders customised CloudFormation template
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y
function(memberAccounts) { \Z\

Resources: { T
/7 Need to activate master detector
GuardDuty: GuardDuty.EnabledDetector
F+q
/7 One member for each account in the organisation
[ 'GuardDutyMember' + memberAccount.name]:
guardDutyMemeber(memberAccount, 'GuardDuty')
for memberAccount in memberAccounts
P+
/7 0One Event Rule for severity level
[ 'GuardDuty%sSevFindingEventRule' % sev.severity]:
eventRule(
description="Guard Duty + ses.severity,
pattern=sev.eventPattern

)

for sev in findingSeverityMaps

¥
¥
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Pain points KZN

GROUP

e 7 Justa language, no "batteries included”

o We use CloudFormation specs to generate a libray of low-level
components (1-to-1 with CF resources types)
e -/ Template validation (no types)

o Rely on external tools

® - Developing reusable components is not trivial
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Closing KZN

GROUP

col-6]

e QOur speed in developing large
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stacks improved significantly

e Near-zero adoption cost
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KZN

GROUP

=8

“Introducing AWS CloudFormation Macros"

https:/aws.amazon.com/about-aws/whats-
new/2018/09/introducing-aws-cloudformation-macros/
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AWS CloudFormation Macros in 1 min '\%\

® (loudFormation will pass a template through a lambda function
® Can pre-process a fragment or whole template
® same technology that supports SAM

Transform: 'AWS::Serverless-2016-10-31"
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KZN

AWSTemplateFormatVersion: "2010-09-09" B0
Transform: [Jsonnet]
Resources:
Table: |
#!jsonnet
dynamoDb.Table(readUnits=10, writeUnits=5)
S3Bucket:
Type: "AWS::S3::Bucket”
Properties:
Tags: |
#!jsonnet

to_entries({
Project: 'take-over-the-world',
Stage: 'testing'

)
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KZN

GROUP

Grab it while it's fresh

https:/github.com/KZNGroup/cf-macro-jsonnet
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